NudopmannonHass naMAaTKA Ui 00y4arOUUXCH JJIs1 pa3MelleHusI
Ha opuumaabHbiXx UHTEpHET-pecypcax

C KaxIpIM TOJOM MOJIOJEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJbHUKHU
OJHU W3 CaMbIX AaKTHUBHBIX MoOJib30oBaresned PyHera. Mexay TeM, NOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEW, HMHTEPHET HECET M MpoOJieMbl. ITa
ImaMsTKa JOJDKHA IIOMOYb TeOe O€30IMacHO HaXOAUThCSI B CETH.

KomnbrorepHbie BUPYChI

KomnbroTepHblii BUPYC - 3TO pa3HOBUAHOCTh KOMITBIOTEPHBIX IPOrpaMM,
OTJIMYUTENILHOW OCOOEHHOCThIO KOTOPOU SIBJISIETCA CIOCOOHOCTh K PAa3MHOXKEHHIO.
B nononnenue K 3TOMY, BUPYChl MOTYT MOBPEAUTHh WU MOJHOCTHIO YHHUUTOXKUTD
Bce (ainibl W JaHHbIE, MOJKOHTPOJBHBIE TOJB30BATENI0, OT UMEHU KOTOPOTO
ObUla 3amylieHa 3apakKCHHas @porpaMMa, a TakXke TIOBPEIUTh WU Jaxe
YHUUYTOXXUTh OIEPALMOHHYI0O CHCTEMY CO BceMH (aitlamu B 1enom. B
OOJBIIMHCTBE CIIy4aeB PACIpPOCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.

Mertozs! 3aIIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Hcnonw3yili COBPEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, UMEIOIIUE CEPbhC3HBIN
YPOBEHB 3aIUThI OT BPEAOHOCHBIX MTPOTrPaMM;

2. lloctossHHO ycTaHaBiauMBaid mauyTd (UUQPPOBBIE  3aIUIATKHU, KOTOpPbIE
aBTOMATUYECKH YCTaHABJIMBAIOTCS C IIEJbI0 JOPAOTKU IMPOrpaMMbl) U JApYyTUe
OOHOBJIEHUSI CBOEW omepanMoHHOM cuctembl. CkauMBail WX TOJBKO C
opunmanbHoro  caiita  paszpadorunka OC. Ecam cymiecTByer — pexum
aBTOMAaTUYECKOr0 OOHOBJIEHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEpE TMOJ IMpaBaMU [OJb30BaTeNsd, a He
aJIMMHUCTPATOpa. OTO HE IMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIUPOBATHCA HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. MHcnonmp3yil  aHTMBHPYCHBIE  INPOTPAMMHBIE  NPOAYKTHl  M3BECTHBIX
IIPOU3BOIUTENIEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NUECKUN JOCTYI K KOMIIBIOTEPY AJISI TIOCTOPOHHUX JIUIL;

6. Wcnonp3yil BHEIIHME HOCUTENU HH(OpMAlMU, Takue Kak (premka, IUCK WIH
daiin U3 UHTEpHETA, TOJIBKO U3 MPO(EePEHHBIX UCTOUHUKOB;

7. He oTkpbBali KOMIBIOTEpHBIE (aiibl, TOJYyYCHHBIC U3 HEHAICKHBIX
UCTOYHHUKOB. Jlake Te (haiflyibl, KOTOpBIE MpUCIIaT TBOM 3HAKOMBIN. Jlydille yrouHu
y HEro, OTIPaBJIsUI JIU OH TeOE UX.

Ceru WI-FI
Wi-Fi - 310 He BHI mepemadd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMINb OpCHI,
Mapka.

Eme B 1991 rony Huaepnanjackas kommnaHus 3apeructpupoBaina opena « WECAy,
yT10 0003Hauasno cnoBocoueranue «Wireless Fidelity», KoTopbIit mepeBoIuTCS KaK
«OectpoBOTHAS TOUHOCTHY.

Jlo Haiiero BpeMeHH Jonuia apyras ab0peBuarypa, KOTopast SBISETCS TaKO ke



TexHoyioruen. 9to abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM
Ha CTaHIApT BbICIIUWK 3ByKoBOM TexHuku Hi-Fi, 4To B mepeBoje o3Hauyaer
«BBICOKAsI TOUHOCTbY.

Jla, OecmuiaTHBIA WHTEPHET-IOCTYN B Kade, OTeNsIX U a’poropTax sIBISETCS
OTJINYHOM BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrHMe 3KCIepThl CUMUTAIOT,
yTo obmieaoctynubie Wi-Fi ceTu He aBsitoTcst 6€30MacHbIMHU.

CoBeTbl 110 0€30IacCHOCTH paboTe B 00IIeI0CTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro iMuHyto nHpoOpMmanuio yepe3 odmenocrynueie Wi-Fi cern.
Pabotas B HuX, jKenaTeabHO HE BBOJUTH MApOJU JOCTYIA, JIOTHHBI M KaKHE-TO
HOMEpA;

2. Ucnionw3yit 1 OOHOBIISIH aHTUBUPYCHBIE ITpOrpaMMbI 1 OpaHamMayep. Tem caMbiM
Thl 00€30nacuIlb ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPOIMCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi orkmoun ¢pynknuio «OO0uwmii foctyn K daitiam u
npuHTepam». JlaHHas QyHKIUS 3aKpbITa IO YMOIYAHUIO, OJTHAKO HEKOTOPHIE
N0JIb30BATENIM AKTUBUPYIOT €€ JIJIs1 y100CTBA UCIIOJIB30BAHMS B padoTe WK yuele;
4. He ucnonw3yit nyonuunsid WI-FI nnst mepenaun TUYHBIX JaHHBIX, HAIPUMEP
JUTSl BBIXO/IA B COLMAIbHBIE CETU WU B DJIEKTPOHHYIO TIOUTY;

5. Nnone3yi Ttonpko 3ammiueHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone oTkiroun ¢pyaknuto «[logkmrouenue k Wi-Fi
aBToMaThyeckn». He nomyckail aBTOMaTM4YeCKOro MOAKIIOYEHHS] YCTPOMCTBA K
cerssm Wi-Fi 6e3 TBoero cornacusi.

CouuajbHbIE CETH

CouuanbHble CETH aKTUBHO BXOJSAT B HAIly W3Hb, MHOTHE JIIOAU pabOTaOT U
KUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUILIHAPA YETOBEK,
YTO SIBIACTCS

OJHOM CeAbMOM BCEX JKUTEJIEH miaaHeTbl. MHOrue IoJhb30BaTeIM HE MOHMMAIOT,
Y10 MH(pOpMaIKs, pa3MelIeHHas] UMH B COIMATIbHBIX CETSAX, MOXKET OBITh HalJIcHA
U UCIOJIb30BaHA KE€M YrOoJAHO, B TOM 4YHUCJIE He o00s3aTelbHO C OJarumMu
HaMEPECHUSIMU.

OcHOBHBIE COBETHI IO 0€30IMAaCHOCTH B COIMAIBHBIX CETIX:

1. Orpannub CrUCOK Apy3eil. Y TeOst B APY3bsAX HE JOKHO OBITh CIIyYalHBIX
HE3HAKOMBIX JIFOACH;

2. 3ammumiaii cBOIO 4YacTHYIO ku3Hb. He ykaswiBail maponm, TenmedoHbI, aapeca,
JaTy TBOETO POXIAEHUS U JAPYryl JUYHYH0 HHOOpMALNIO. 3JIOYMBIIUICHHUKH
MOTYT HCIOJIb30BaTh JaXe HWH(OpMAIMI0O O TOM, KaK Thl W TBOM POJUTENHU
IJIAaHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amumiaid CBOIO pemyTaiuio - JEpKH €€ B YMCTOTE M 3ajaBail cebe BOIpOC:
XoTeln OBl Thl, YTOOBI APYrHe TIOJb30BATEIM BHJICIH, YTO ThI 3arpyaemib?
[Toxymaii, mpexae ueMm 4To-TO ONMyOJIMKOBATh, HAITUCATh U 3aTPY3HTh;



4. Ecnu Tel TOBOpUIIL C JIIOAbMH, KOTOPBIX HE 3HAEUIb, HE HCIIOJIb3YyH CBOE
pearbHOe UMS U APYTYIO JUYHYI0 HH()OpMAIMK: UMs, MECTO KHUTEIbCTBA, MECTO
y4eObl U MpoUee;

5. Uz0berait pasmenienus ¢otorpaduii B MuTepHere, rie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIUTH TBOE MECTOIOJI0KEHHE;

6. Ilpu perucrtpauuu B COLMAIBHONW CETH HEOOXOAMMO HCIIOJIb30BAaTh CIIOKHBIE
TapoJIu, COCTOSIIHE U3 OYKB U (P U C KOTUISCTBOM 3HAKOB HE MEHEE §;

7. dns couualibHOM CETH, MOYTHl U JIPYTUX CAaUTOB HEOOXOAMMO HCIOJIb30BATh
pazHble maponu. Torga eciau TeOs B3JIOMAKOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4ar
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEHbI'H

DONeKTpOHHbIE JEHbI'M — 3TO OYEHb YJOOHBIM CHOCOO TUIaTEeXKEW, OHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOTYYUTh 3TH JICHBI .

DJIEKTPOHHBIE JIEHBI'M MOSBWINCH COBCEM HEIAaBHO M MMEHHO H3-3a 3TOr0 BO
MHOT'MX IOCYJIapCTBaXx JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHu QyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, T/I€ X
pa3leNsaoT Ha HECKOJIBKO BUAOB - AaHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IpOBOJIUTH Onepainu 06e3
UACHTU(UKAIMH TT0TH30BATENS, @ B HEAHOHUMHBIX UICHTU(DUKALIUN TTOJIH30BATEIS
SIBJISIETCSL 00513aTEIIHHOM.

Taxxe crmegyer pa3nuuaTh  DJIEKTPOHHBIE  (uaTtHble  JCHBIH  (PaBHBI
rOCy/IapCTBEHHBIM BaJIOTaM) M JJIGKTPOHHbIE He(pUaTHbIE AEHBI'M (HE paBHbBI
rOCYJJapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHO padoTe C AIEKTPOHHBIMU JIEHbIaMU:

1. IlpuBsbku K cueTy MOOWIBHBIN TelaepoH. DTO camblii YIOOHBIM U OBICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblld TernedoH MOMOMKET, €CiH
3a0y/enib CBOM

IJTATEXKHBIM MapoJIb WIM 3aiJelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMUCTBA;

2. Hcnonw3yit opHopa3oBblie mnaponu. Ilocine mnepexoga Ha  YCHICHHYIO
aBTOpHU3alui0 TeOe yxe He OyaeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IUTATEKHOT O NIapOJIs;

3. Beibepu cnoxHbIi napois. [IpectynHukam Oyzner He MpoCTO yragaTh CIOKHBIN
napoib. HagexxHpie napoinu — 3To 1apoiiv, KOTOPbIE COJEPKAT HE MEHEE 8§ 3HAKOB
U BKIIOYAIOT B €€0s CTPOYHBIE U MPONHCHBbIE OYKBBI, LU(PBI U HECKOIBKO
CHUMBOJIOB, TaKHE€ Kak 3HAaK Jojuiapa, (yHTa, BOCKJIMLATENbHBIA 3HAK M T.II
Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE IOBEPSCILIb.

DJIeKTPOHHAS MIOHTA

DJIEKTPOHHAs ToYTa — O3TO TEXHOJOTHUS M NPEAOCTaBIISIEMbIE €0 YCIYTH 10
MEePEChUIKE U MOJYUYCHHUIO AIEKTPOHHBIX COOOIIECHHM, KOTOPBIE pacpeIesIOTCs B
KOMITbIOTEpHON ceTU. OOBIYHO JJIEKTPOHHBIM TMOYTOBBINA SIIIUK  BBITJISIUT



CJelyIoIUM 00pa3oM: UMs_TMOJIb30BaTeNsA(@UMs_1oMeHa. Takke KpoMme nepeaadu
IIPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTH TIepeIaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 O€30MaCHON pabOTe C AJIIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mMpaBWIIBLHBIN MOYTOBBIA CepBHC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ill€ JOBEPATH TEM, KOI'O
3HACUIb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBali B JHUYHOM mMouTe JHWYHYIO HHpopmanuioo. Hanpumep, myudrie
BbIOpATh «MYy3bIKaNIbHBIA (haHaT@» uinu «pok2013» Bmecto «remal3d»;

3. Mcnons3ydl ABYX3TalHYI0 aBTOPU3ALMIO. JDTO KOTJa IOMHMO MAapojisi HYXHO
BBOJIUTH KOJI, MPUChUIAEMbI 0 SMS;

4. Be10epu CIIOKHBIN Tapoiib. J[71s KaXk10ro MOoYTOBOTO SAIIHUKA JOJKEH OBITh CBOU
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NIapOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HAIlMCATh CAMOMY CBOM JIMYHBIA BONPOC, MUCIOJIB3YH
9Ty BO3MOXHOCTB;

6. Mcnonb3yii HECKOIBKO MOYTOBBIX SIIMKOB. [IepBbIii 111 YaCTHOM NEPENNCKU C
aapecaTaMy, KOTOpPBIM Tbl JOBEpsElIb. JTO 3JEKTPOHHBIA aapec HE Hauo
UCIIOJIb30BaTh NPU PErUCTpaluy Ha (opyMax M cairax;

7. He oTkpbIBail (ailyibl U Apyrue BIOKEHUS B MUCbMaX JaXKe €ClIM OHW MPUITH
OT TBOMX Jipy3el. Jlydiiie yTouyHu y HUX, OTIIPABJISUTH JIU OHU TeOe 3TU (haiibl;

8. [Tociie okoH4aHMs pabOTHl HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yab HAXKAaTh Ha «BBIATIY.

Kun0epOysIMHT WK BUPTyaJibHOE U3/1€BaTe/IbCTBO

KubepOymiuHr — npecienoBanue cooOMEeHUIMHU, COACPKAIMUMHI OCKOPOICHMS,
arpeccuio, 3alyruBaHNe; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TIOMOUIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiicst B 60ii. JIyumuii crnoco0: mocoBeTOBaThCS Kak ce0s BECTH U, €ClU
HET TOro, K KOMY MO>XHO 00paTUThCA, TO BHAYAJIe YCIIOKOUThCS. Eciii Thl HauHelTh
OTBEYaTh OCKOPOJIEHUSAMHU Ha OCKOPOJIEHUSI, TO TOJBKO eIle OOoJIbIle Pa30AiKellh
KOH(JTUKT;

2. Ynpaisi cBoel KubeppemyTaimei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIecTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM;

4. He crouT BecTH XYyJIMTIaHCKMH 00pa3 BHUPTyaJbHOW KU3HU. VHTEpHET
dbukcupyer Bce TBOM JEHCTBUS W COXpPAHSCT UX. YJAIUTh WX OyIeT KpaiiHe
3aTPYIHUTEINBHO;

5. Cobmroail CBOM BUPTYyaJIbHYIO YECTh CMOJIONY;

6. Urnopupy#i equHu4HbINA HeraTuB. OJHOPa30BbIe OCKOPOUTEIbHBIE COOOIIEHNUS
Jy4lie urHopupoBaTh. OOBIUHO arpeccus MPEeKpallaeTcs Ha HaYaJIbHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU COOOIICHHSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTHPABKH COOOIIEHHH C
OIPEEIEHHBIX aIPECOB;

8. Ecnu ThI cBUeTens kubepOyiHra. TBOM AEMCTBUS: BHICTYIUTh MPOTUB



IpecieoBaTeNs, MoKa3aTh EMY, YTO €ro JICMCTBUS OLIEHUBAKOTCS HETaTUBHO,
MOJIIEPKATh KEPTBY, KOTOPOW HY)KHA TCHXOJOTHYECKas IOMOIb, COOOIIUTH
B3pPOCJIBIM O (paKT€ arpeCcCUBHOTO MOBE/IEHUS B CETH.

MoOniabHbIN Tes1edoH

CoBpemeHnHbIe cMapT(HOHBI U TUTAHIIETHI COAEpKaT B ce0e BIIOJHE B3POCIbIN
GyHKITMOHAI, ¥ TENEPh OHU MOTYT KOHKYPUPOBATh CO CTAI[MOHAPHBIMU
KomIbloTepamMu. OHAKO, CPEICTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOICTB MOKA OYEHb
Majo.

TecTupoBaHHE U MOUCK YSI3BUMOCTENM B HUX MPOUCXOAUT HE TAK MHTEHCUBHO, KaK
st [TK, To e camoe kacaeTcss U MOOMJIBHBIX MPUITOKEHUH.

CoBpeMeHHbIe MOOMITbHBIE Opay3ephl YK€ IPaKTHYECKU JOTHAIU HACTOJIbHbIE
aHAJIOTH, OJIHAKO paciMpeHrue (GYHKIHUOHANA BIEYET 3a COoOOW OOJbIIYIO
CJI0’)KHOCTb M MEHBIIYIO 3aLIUIIIEHHOCTD.

Jlaneko He BCe TPOM3BOAMTEIM BBITYCKAOT OOHOBJICHHUS, 3aKphIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 O€30IIaCHOCTH MOOMILHOTO TeledoHa:

1. Huuero He sBisieTcsi mo-HAcTOAlIEMY OecrulaTHBIM. byab OCTOpoOXeH, Bellb
Korzaa Tede npeaararoT OecriaTHbId KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHe-
TO TUIATHBIE YCIIYTH;

2. lymaii, npexae yem otnpaBuTh SMS, ¢oto mnu Bujgeo. Tel TOUHO 3HAEIIb, T1I€
OHU OYJyT B KOHEYHOM HTOTEe?

3. Heo6xonumo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Vicnonb3yi aHTUBUPYCHBIE IPOrPAMMBI JJ1s1 MOOUJIBHBIX TENE(POHOB;

5. He 3arpyxali NpWIOXKEHHS OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOIYT
COJIep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUEHHUE;

6. Ilocme TOro Kak ThI BBIWJCIIH C CaiTa, T/I€ BBOAWI JIMYHYIO HH(POPMAIIHIO,
3aiiin B HACTPOMKM Opays3epa U yaaiau cookies;

7. Ilepuonnuecku NpoOBEpsidi KakKWE IUIATHBIE YCIYTM AKTUBHPOBAaHBI HA TBOEM
HOMEDE;

8. [laBaii cBoif HOMep MOOUIILHOTO TeedOHa TOJIBKO JIFOSM, KOTOPBIX Thl 3HACIIIb
U KOMY JIOBEpSIELIb;

9. Bluetooth nomken ObITH BBIKIIFOUEH, KOT/Ia Thl UM HE Moib3yelbes. He 3a0biBaii
WHOT 14 IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIIME PA3BICUCHHUS,
OOBEIUHSIONINE COTHH THICSIY YEJIIOBEK IO Bcemy Mupy. Wrpoku wucciemyror
JAHHBIA UM MUp, OOIIAIOTCSA APYT C APYrOM, BBHIMIOJHSIOT 3aJlaHUsl, CPAKAIOTCS C
MOHCTpPaMHU U TOJYYAOT OMNBIT. 32 YAOBOJIbCTBUE OHHU IUIATST: MOKYIMAOT AUCK,
OIJIaYUBaIOT AOOHEMEHT WM MPUOOPETAIOT KaKue-TO OIIIUH.

Bce 3Tu cpenctBa uayt Ha NoJiiepKaHUE U Pa3BUTUE UTPhL, a TAKKE HA caMy
0€30MacHOCTb: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIE
natun (udpoBbIC 3aIUIATKU IS IPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B momgoOHBIX Wrpax CTOUT omacaTbCsi HE CTOJIBKO CBOUX COINEPHHUKOB, CKOJIBKO
KpaXXu TBOETO TapoJIsi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AINHU OOJIBIITMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30MTaCHOCTH TBOETO UIPOBOT0 aKKAYHTA!

1. Ecnu apyroii urpok Beaer cels MIOXO WM CcOo3AaeT TeOe HENpHUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. IToxaiyicss afMUHUCTPATOPaM UIPhI HA IUIOXO€E TIOBEICHHUE 3TOT0 UI'POKA,
YKENATENbHO NPWIOKUTH KAKHE-TO JJOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii TuuHy0 HHGOpMaIHO B Ipodaiisie urpsr;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuITMaIbHBIC TTATYH U MOJIHI,

6. Mcrionb3yii CII0’KHBIE U pa3HbIE M1ApOJIN;

7. Jaxxe BO BpeMs1 UTPBI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@UIIMHT WIH KPaKa JIMYHBIX JTaHHBIX

OObI4HOM Kpaskel IeHer U IOKYMEHTOB CEro/IHs YK€ HUKOI'0 HE yUBUIIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTUN 3I0yMBIIIJICHHUKN TEPEMECTUIIUCH B HHTEPHET,
U TPOJIOJIKAIOT 3aHUMATHCS «JTFOOMMBIM» JIETIOM.

Tax mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILUHT, TJIaBHAs
Hellb  KOTOPOro  COCTOUT B  TOJYYEHHWH KOH(MUICHIUAIBHBIX  JIaHHBIX
HoJIb30BaTeNel — JIOTMHOB U naposiell. Ha anrmmiickom s3bike phishing unraercs
kak umuHr (ot fishing — priOHas 10B7s, password — maposib).

OcHOBHBIE COBETHI IO 00pbOE C HUITUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciin ThI oj103peBaeliib, 4To TBOSI aHKETa ObLjia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBaTh €€ M COOONIUTH aJMUHHUCTpaTOpam
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yit 6e30macHbie BEO-CalThl, B TOM YHCIIe, UHTEPHET-MAara3unHoB U
MOMCKOBBIX CUCTEM;

3. Vcnonw3y#t cnoXkHbIe U pa3Hbie apoiu. Takum oOpazoM, eciau TeOs B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKY MOJIYyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(UIIIO B CETH,
a He KO BCEM;

4. Ecnu 1e0s B3IOMalid, TO HEOOXOAUMO NMPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBieHbl y T€OA B JIPY3bsAX, O TOM, YTO T€OS B3JOMajd U, BO3MOXHO,
OT TBOETO MMEHHU OYyJIeT pacChlIaThCs CTIaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI,

5. YcranoBu HanexHbli naponb (PIN) Ha MoOUIBbHBIN TenedoH;

6. OTKJII0UM COXpaHEHUE NapoJis B Opaysepe;

7. He oTkpsbiBail (haiiibl U Apyrue BIOKEHUs B MUCbMAX AK€ €CJIM OHU MPUILLIH
OT TBOMX Jipy3el. Jlydille yToOuyHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl.

Iu¢gpoBas penyranus
[udposas penyrauus - 3T0 HEraTUBHAs WIN MO3UTHUBHAS MH(POpPMALMS B CETH O
TeOe.



Komnpomerupyromias nndopmaiius pa3MeiieHHas B MHTEPHETE MOXKET CEPbEe3HbIM
o0pa3oM OTpa3HWThCs HA TBOEH peanbHOM ku3HU. «l{udposas pemyramus» - 310
TBOW UMUK, KOTOPbIX (hopMupyeTcst u3 uHpopmaiuu o Te0e B UHTEPHETE.

TBOE MeCTO KUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKATIIIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJUKAIUKd JIMYHOU
uHbopmaru B VHTEpHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBHMA. Thl qaxe HE
CMOJKEIlb JOTaaThCs 0 TOM, 4To (pororpadus, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHOM OTKa3a MPUHATH T€Os Ha padoTy.

KomMmenrtapuu, pazmenienue TBoux pororpaduii u Apyrue 1elcTBUS MOTYT HE
MCUYE3HYTh JTaKE MOCJE TOTO, KaK Thl UX yAAJIHIIb. Thl HE 3HACIIb, KTO COXPaHWUII
3Ty UH(pOpMaIIKIO, ToTaia JIM OHAa B TIOMCKOBBIE CUCTEMBI M COXPAaHMUJIACH JIU OHA, a
IJIaBHOE: YTO MOJYyMAIOT O Te0e OKpYKAIoIIee JIIOAN, KOTOpble HAWAYT U YBUJIST
3TO.

Haiitu uwH(pOpMamuioo MHOTO JIET CIYCTS CMOXET JII0OOW - Kak u3 J0OpBIX
noOYXJeHUM, TaK M C HAMEPEHHEM NPUYUHUTH Bpel. ITO MOXKET OBITh KTO
YTOJHO.

OCHOBHBIE COBETHI 10 3aIUTE HU(PPOBOM permyTauu:

1. [Togymaii, mpex/ie 4em 4To-To MyOJIMKOBATh U MepeaBath y ce0s B OJore Win B
COLIMAJILHOM CETH;

2. B HacTpoiikax npoduis yCTaHOBU OTPAHUYCHUS HA TIPOCMOTP TBOETO MPOhUIs
U €ro COAEPKUMOT0, CAENall €ro TONbKO IS IPy3en»;

3. He pasmemaii m He ykas3piBail WHGOPMAIHIO, KOTOPash MOXKET KOTO-JIHOO
OCKOPOJIATH MM OOMIKATh.

ABTOpCKOE NPaBO

CoBpeMeHHBIE MKOJbHUKU- aKTUBHBIC TI0JIb30BATEN ITU(DPOBOTO MPOCTPAHCTRA.
OpnHako Janeko He BCe 3HAIOT, YTO MOJIb30BaHNE MHOTUMHU BO3MOXKHOCTSIMH
muppoBoro mupa TpeOyeT COOJIOJEeHUST TpaB HA  HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEIJIEKTyaJIbHAsi COOCTBEHHOCTBY» OTHOCUTCS K  Pa3UYHBIM
TBOPEHUSIM YEJIOBEYECKOr0 yMa, HauWHas C HOBBIX HM300pETEHUH U 3HAKOB,
0003HaYaIONMUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH , U 3aKaHYMBAs KHUTAMHU,
dororpadusimMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMHU.

ABTOpcKHE TpaBa - O3TO TpaBa Ha HHTEIUIEKTYalIbHYI0 COOCTBEHHOCTh Ha
IPOW3BEACHUS HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE TIPaBa BHICTYIAIOT B
KayecTBE TapaHTUHM TOTO, YTO HMHTEIUICKTYaJIbHBIA/TBOPUYSCKUN TPYJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apaboTarh Ha
pe3ynbTaTax CBOETrO TPyHAa, MOJYyYUTh W3BECTHOCTh W NpusHaHue. Hukro 6e3
paspelieHusi aBTopa HE MOXET BOCIPOM3BOAUTH €r0  MPOU3BEICHHE,
pacnpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HMIIOPTUPOBATH,
NyCcKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3bIBATH/UCIIONHATE B d(pUpE WU
pasmemars B MHTEpHETE.

Hcnonb3oBanne «ImUpaTCKOro MporpaMMHOT0o 00eCIieueHUsI MOXKET MPUBECTH K



MHOT'MM PHUCKaM: OT MIOTE€PHU JAHHBIX K TBOMM aKKayHTaM J10 OJJOKUPOBKH TBOETO
YCTPOMCTBA, IJl€ YCTAHOBIIEHHBIM HE JIeTallbHasg mporpamma. He ctouT Takxke
3a0bIBaTh, UYTO CYILIECTBYET JerajlbHble W OecCIUIaTHbIE MNPOrpaMMbl, KOTOpPbIE
MOYKHO HAaWlTH B CETH.

O nopraJie

CereBuUOK.pd - TBOU IJIaBHBIN COBETUMK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, a ITPU BO3SHUKHOBEHUU
KPUTUUYECKOUN CUTyalluu OOpAaTUTHCS 3a COBETOM. A TaK)Ke MPUHSTH y4acTHE B
KOHKYpCax U CTaTh CaMbIM ITU(GPOBBIM IPaKIaHUHOM!



